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Abstract 

The construction of integrated energy systems can help improve energy efficiency and promote global energy transi-
tion. However, in recent years, the occurrence of extreme natural disasters has brought certain threats to the safe and 
stable operation of the integrated energy system. Thus, it is necessary to improve the ability of the integrated energy 
system to resist disasters, reduce disaster losses, and restore energy supply as soon as possible, i.e., improve its resil-
ience. Considering the influence of pre-disaster prevention measures and disaster-time operational measures on sys-
tem disaster resilience and the correlation between the two, this paper proposes a system hardening strategy based 
on three-layer robust optimization. The upper layer formulates the optimal hardening strategy of the system before 
the disaster event occurs, the middle layer identifies the failed elements in the worst disaster situation, while the lower 
layer realizes the system operational optimization by coordinating the energy storage charging and discharging plan 
of each subsystem. The strategy can reduce the total supply shortage of the integrated energy system and improve 
the flexibility of the system in the pre-disaster prevention and disaster resistance integration stages.

Keywords Integrated energy system, Natural disasters, Prevention–resistance, Resilience improvement, Robust 
optimization

1 Introduction
An Integrated Energy System (IES) is a comprehensive 
infrastructure system that realizes the coupling of power, 
heat, refrigeration, natural gas, transportation and other 
systems. The construction of an IES will help promote 
global energy transformation, improve comprehensive 
energy utilization efficiency and the operation of various 
energy system flexibility [1]. However, in recent years, 
the occurrence of extreme natural disasters has posed a 

great threat to the safe and stable operation of IES [2]. In 
August 2018, an earthquake measuring 6.8 on the Richter 
scale on Indonesia’s Sumbawa Island caused power out-
ages in Lombok Island and northwest Geely islands. In 
August 2019, an earthquake measuring 6.4 on the Richter 
scale in the waters off Taiwan caused damage to 2 trans-
mission line towers and the disconnection of a trans-
mission line. More than 700 households suffered power 
outages and 3 gas pipelines were broken. Therefore, 
it is necessary to improve the ability of an IES to resist 
extreme natural disasters, reduce disaster losses and 
restore energy supply as soon as possible, i.e., to improve 
its resilience.

At present, research on system resilience improve-
ment technology mainly focuses on the two stages of 
pre-disaster prevention and post-disaster recovery [3]. 
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The goal of resilience improvement in the pre-disaster 
prevention stage includes enhancing the system’s abil-
ity to resist disasters in advance and reducing system 
losses when disasters penetrate. Among the common 
resilience improvement measures in the pre-disaster pre-
vention phase, system hardening is the most commonly 
used and one of the effective strategies to improve sys-
tem resilience. It can reduce the failure probability and 
the recovery cost of elements when there are disasters, by 
improving the black-start capability of the system, con-
figuring distributed power and energy storage, vegetation 
management, grounding overhead lines, upgrading ele-
ments and increasing system redundancy, etc. In terms 
of element upgrading, reference [4] studies the ability of 
various measures to improve the resilience of transmis-
sion networks under different disaster intensities based 
on robustness improvement (reinforcing transmission 
towers and lines), redundancy improvement (instal-
lation of double-circuit lines) and rapidity improve-
ment (speeding up fault repair). Reference [5] proposes 
a risk-oriented weak element identification method to 
enhance the important towers and towers with high fail-
ure probability to improve the resilience of the distribu-
tion network. Reference [6] establishes a coordinated 
optimization model that considers network hardening 
and distributed power configuration, while [7] studies the 
impact of different hardening technologies on improving 
the disaster resistance of distribution networks. However, 
the above studies are only conducted from the aspect of 
single energy system enhancement, and do not involve 
IES considering multi-energy coupling. In terms of multi-
energy system hardening, reference [8] analyzes the resil-
ience of the electricity-gas interconnection system during 
normal and fault operation of the natural gas subsystem 
in disasters. The results prove that the resilience of the 
overall system is higher when the two subsystems are 
coupled in operation. References [9] and [10] construct 
system hardening models from the perspective of com-
prehensive planning of power and natural gas subsystems 
respectively. They use the stronger disaster resistance of 
gas pipelines to improve grid resilience. However, the 
mutual influence of pre-disaster prevention measures 
and disaster-time resilience measures in the process of 
system resilience is ignored.

This paper combines the optimal planning problem for 
the pre-disaster prevention stage and the optimal opera-
tion problem for the disaster resistance stage to propose a 
regional integrated energy system (RIES) hardening strat-
egy based on three-layer robust optimization. Its main 
idea is to develop the optimal pre-disaster line/pipeline 

hardening plan. In the worst disaster situation, the charg-
ing and discharging energy of each energy storage device 
is adjusted to optimize the operational mode of the RIES 
in the disaster resistance phase, so as to reduce the total 
energy supply shortage of the RIES and improve its resil-
ience in the pre-disaster prevention and disaster resist-
ance integration stages.

The main contributions of this paper are as follows:

(1) Based on the definition of RIES resilience, a quan-
titative method and evaluation index of RIES resil-
ience are proposed, and an analysis framework of 
RIES resilience is established.

(2) Considering the characteristics of low probability-
high loss disaster events and the failure probabili-
ties of different elements of an RIES under different 
disaster intensities, an RIES resilience improvement 
model in the pre-disaster prevention and disaster 
resistance integration stages is proposed based on 
robust optimization.

(3) A solution strategy based on a column-and-con-
straint generation algorithm is proposed to analyze 
the three-layer robust optimization model. This 
helps reduce the complexity of model calculation 
by decomposing the defense–attack–defense tar-
get model into an outer main problem and an inner 
subproblem.

The rest of this paper is organized as follows. In Sect. 2, 
RIES resilience definition, quantification and evaluation 
are provided. The RIES resilience improvement model 
framework and its details are described in Sect. 3, while 
Sect. 4 summarizes the solution process for the optimiza-
tion model. Results of the proposed optimization model 
are presented in Sect. 5, where the implementation of the 
model is discussed. Finally, Sect.  6 concludes the paper 
and discusses future directions.

2  RIES and its basic concept of resilience
2.1  RIES structure and its resilience definition
In this section, the details of RIES structure and resil-
ience definition are shown.

2.1.1  RIES structure
The research target of this paper is an RIES, which mainly 
includes power, natural gas, heat and coupling equip-
ment. The coupled equipment includes gas-electricity, 
gas-heat, electricity-heat and electricity-gas-heat con-
version equipment [11]. The structural framework of the 
RIES is shown in Fig. 1.
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2.1.2  RIES resilience definition
Considering the common points of the existing elasticity 
definitions of various energy systems, this paper defines 
RIES resilience as the ability of RIES pre-disaster preven-
tion, disaster resistance, disaster response, and post-dis-
aster recovery to the original energy supply state in the 
face of extreme disaster events with low probability and 
high loss.

In the pre-disaster prevention stage, the resilience 
improvement goal mainly includes enhancing the sys-
tem’s ability to resist disasters in advance and reduce 
system losses when disasters penetrate. In the post-dis-
aster recovery stage, the resilience improvement goal 
mainly includes improving the system’s ability to adapt 
to the post-disaster state and quickly recover to the 
original operational level. The pre-disaster prevention 
stage is crucial to the post-disaster recovery stage and 
is also the basis of the latter. At the same time, the pre-
disaster prevention and disaster resistance are differ-
ent from the latter two stages. Therefore, in this paper, 
research mainly focuses on the two stages of pre-dis-
aster prevention and disaster resilience. Resilience 
research in other stages will be described in another 
paper.

2.2  RIES resilience quantification and evaluation
2.2.1  Resilience quantification
In view of the low probability and high loss characteris-
tics of extreme disaster events, this paper adopts a deter-
ministic index to quantify RIES resilience. It is defined 
as the ratio of the actual energy supply level FR(t) to 
the expected energy supply level FE(t) of RIES from the 
occurrence of the disaster event to the recovery of the 
system to the normal operating state. The calculation for-
mulas are as follows:

(1)

R =
t∈T

FR(t)

t∈T

FE(t)
= 1−

t∈T

(FE(t)− FR(t))

t∈T

FE(t)
= 1−

fEL

t∈T

FE(t)

where R: Resilience of RIES under extreme disaster 
events. T: The total research period. fEL : The total energy 
supply shortage of RIES during the research period. �e

N , 
�

g
N , �h

N : Node sets of electricity, natural gas and heat. Lj,t , 
Ln,t , Lv,t : Energy supply shortages of the power subsystem 
node j, natural gas subsystem node n and heat subsystem 
node v at time t. ωj , ωn , ωv : Weight coefficients of electri-
cal load j, gas load n, and heat load v.

2.2.2  Resilience assessment
From (1) and (2), it can be derived that when the expected 
energy supply level of RIES FE(t) is a constant, i.e., 
FE(t) = C , the smaller the total energy supply shortage of 
the RIES fEL , the greater the resilience R. Thus, the assess-
ment of resilience R can be translated into an assessment 
of the energy supply shortage of the RIES. Therefore, we 
will evaluate the impact of disaster events on the RIES and 
the effectiveness of resilience improvement measures by 
calculating the energy supply shortage of the RIES.

3  RIES resilience improvement model 
in the pre‑disaster prevention and disaster 
resistance integration stages

We aim to improve the resilience of the RIES in the pre-
disaster prevention and disaster resistant integration 
stages. Considering the different failure probabilities 
of different elements of the RIES under disasters [12], a 
hardening strategy based on three-layer robust optimiza-
tion is proposed. Some assumptions on which the model 
is built are shown in the Appendix.

3.1  Objective function
The hardening strategy proposed is a three-layer robust 
optimization model based on the defense-attack-defense 
framework. This model minimizes the total energy sup-
ply shortage under the worst case by developing the 
optimal line/pipeline hardening plan before disasters 
and optimizing system operation during disasters. The 
logical relationship between each layer is shown in Fig. 2.

The upper-layer model, as the defender, actively deter-
mines the optimal network hardening strategy for the 
upcoming disasters. The middle-layer model, as the 
attacker, decides the attack situation that can cause the 
greatest energy supply shortage. The lower-layer model, 
as the defender, improves the system operational sta-
tus by optimizing the output of various types of energy 

(2)

fEL =
∑

t∈T

(FE(t)− FR(t))

=
∑

t∈T

(
∑

j∈�e
N

ωjLj,t +
∑

n∈�
g
N

ωnLn,t +
∑

v∈�h
N

ωvLv,t)

Fig. 1 Framework schematic diagram of regional integrated energy 
system
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storage, in order to minimize the energy supply shortage 
of the RIES and improve its resilience.

In summary, the objective function can be established 
as:

(3)min
h∈H

max
u∈U

min
z∈F(h,u)

fEL

where h: Decision variables of the line/pipeline harden-
ing strategy. H: Feasibility set for decision variables. U: 
Uncertain set of failed elements in the RIES caused by 
natural disasters. u: State vector of elements under disas-
ter events. z: Decision variables related to the RIES oper-
ation. F: Feasible RIES operating conditions.

3.2  Constraint condition
3.2.1  Upper‑layer model constraints
The constraints of the upper-layer model limit the maximum 
hardening quantity of lines/pipelines. These are composed 
of the feasibility set of hardening decisions. The constraints 
mainly consider the limitations of many factors such as engi-
neering construction capacity and cost, and are defined as:

(4)H =







h

�
�
�
�
�
�
�

�

(i,j)∈�e
L

κijhij +
�

(m,n)∈�
g
L

κmnhmn +
�

(u,v)∈�h
L

κuvhuv ≤ �h, hij , hmn, huv ∈ {0, 1}







where hij , hmn , huv : Binary variables that reflect the hard-
ening state of lines/pipelines. κij , κmn , κuv : Cost factors 
required to harden elements of different lengths and 
types (i.e., lines or pipelines). �h : Hardening level, which 
can be determined in the following two ways:

(1) In [7], hardening level is calculated based on the 
material cost required for actual hardening. When 
the material cost required to harden a certain line 
or pipeline is known, �h represents the total mate-
rial cost of the hardening strategy.

(2) Hardening level is calculated based on the labor 
cost required for the actual hardening. When the 
manpower required to harden a line or pipeline 
is known, �h represents the total labor cost of the 
hardening strategy.

3.2.2  Middle‑layer model constraints
The middle-layer model is used to identify the fault 
events that can cause the maximum resilience loss of the 
RIES in a specific disaster intensity, and maximize the 
impact of disaster events. Its constraints consist of an 
uncertain set of faulty elements caused by disaster events, 
and are defined as:

where aij,t , amn,t , auv,t : Binary variables that reflect 
the running state of lines/pipelines. t1: Disaster occur-
rence time. uij , umn , uuv : Binary variables that reflect the 
working state of lines/pipelines. − log2 pij,l , − log2 pmn,l , 
− log2 puv,l : Respective resilience coefficients of a sin-
gle power line, natural gas pipeline and heating pipeline, 
when the disaster intensity is l.

From the definition of the resilience coefficient, it can 
be obtained by calculating the failure probability p of the 
element in disasters. The resilience coefficient reflects 
the disaster resistance ability of the element, and the 
higher the value is, the better the element can resist the 
impact of disasters. It is worth noting that the “failure 

(5)U =







u|
�

(i,j)∈�e
L

(− log2 pij,l) · uij +
�

(m,n)∈�
g
L

(− log2 pmn,l) · umn +
�

(u,v)∈�h
L

(− log2 puv,l) · uuv ≤ − log2�l

(6)aij,t = 1, t < t1, (i, j) ∈ �e
L

(7)amn,t = 1, t < t1, (m, n) ∈ �
g
L

(8)auv,t = 1, t < t1, (u, v) ∈ �h
L

(9)aij,t = 1− uij + uij · hij , t ≥ t1, (i, j) ∈ �e
L

(10)
amn,t = 1− umn + umn · hmn, t ≥ t1, (m, n) ∈ �

g
L

(11)auv,t = 1− uuv + uuv · huv , t ≥ t1, (u, v) ∈ �h
L

(12)
uij ,umn,uuv , aij , amn, auv ∈ {0, 1},

(i, j) ∈ �e
L, (m, n) ∈ �

g
L, (u, v) ∈ �h

L

}
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probability” proposed here refers to the short-term fail-
ure rate of elements in natural disasters. From a single 
stage, the failure probability can be assumed to be con-
stant [13, 14] because the four stages can be regarded 
as Markov chains. The failure probability of elements in 
each stage remains unchanged, but the failure probability 
of elements in the next stage is affected by the previous 
stage. We calculate the failure probability of power lines 
using the methods in [7] and [15], whereas the failure 
probability of natural gas pipelines and heating pipelines 
is calculated by the methods in [2].

In the constraints of the middle-layer model, Eq.  (5) 
describes the impact of disaster events on the system. 
− log2�l represents the element failure constraint of 
RISE when the disaster intensity is l. The value of the 
parameter �l can be determined by calculating the 
maximum expected failure order of lines/pipelines and 
its corresponding maximum expected average failure 
probability. The specific steps are shown in Fig. 8 in the 
Appendix.

It should be noted that the initial defined values of K e
L , 

K
g
L  and K h

L  are only used to calculate �l , and the worst-
case fault condition of the line/pipeline is determined 
by the importance of �l and each line/pipeline to the 
RIES. From (5), the method proposed in this paper is an 
extension of the traditional N–K criterion. If the failure 

probabilities of lines and pipelines are the same, Eq.  (5) 
will be equivalent to the N–K criterion, i.e., at most K 
lines and pipelines fail in the disaster.

In addition, Eqs.  (6–8) indicate that power lines, and 
gas and heating pipelines are available before the disaster 
occurs. Equations  (9–11) describe the logical relationship 
between the availability a of a single line/pipeline and the 
damage u caused by natural disasters after a disaster occurs, 
and ensure that the hardened lines/pipelines will not fail, 
while (12) describes the binary constraints of a and u.

3.2.3  Lower‑layer model constraints
The constraints of the lower-layer model are the state (i.e., 
normal or faulty) of each element in disasters and RIES 
operational constraints of the possible energy supply short-
age of each node. They are composed of the operational 
constraints of each subsystem of the RIES, various types of 
energy storage devices and each coupling device.

(1) Power subsystem operation constraints

where ϕld
j,t : Power factor angle of load j at time t. π(j) : Set 

of distribution network nodes with node j as the parent 
node. Pij,t : Active power flow of the line  at time t. Qij,t : 
Reactive power flow of the line  at time t. Rij : Conduct-
ance of the line  at time t. Xij : Susceptance of the line  at 

(13)

Pij,t + P
chp
j,t + P

grid
j,t + Lj,t =

∑

k∈π(j)

Pjk ,t + Pld
j,t + Peb

j,t

(14)

Qij,t + Q
chp
j,t + Q

grid
j,t + Lj,t tan ϕ

ld
j,t =

∑

k∈π(j)

Qjk ,t + Qld
j,t

(15)aij,tPij ≤ Pij,t ≤ aij,tPij

(16)aij,tQij
≤ Qij,t ≤ aij,tQij

(17)
−(1− aij,t)M ≤ Ui,t −Uj,t − (RijPij,t + XijQij,t)/U0 ≤ (1− aij,t)M

(18)Ui ≤ Ui ≤ Ui

(19)P
grid
j ≤ P

grid
j ≤ P

grid
j , Q

grid
j ≤ Q

grid
j ≤ Q

grid
j

(20)P
chp
j ≤ P

chp
j,t ≤ P

chp
j , Q

chp
j ≤ Q

chp
j,t ≤ Q

chp
j

(21)0 ≤ Lj,t ≤ Pld
j,t

Fig. 2 The internal logical relations of the three-layer robust 
optimization model
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time t. M: An arbitrarily large real number. Lj,t : Energy 
supply shortage of the power subsystem node j at time t.

(2) Natural gas subsystem operation constraints

where Gmn,t : Natural gas flow through the pipeline (m, 
n) at time t. Pgse

n,t  : Natural gas flow of gas energy stor-
age injection node n. Ggs

n,t : Natural gas flow of gas source 
injection node n. π(n) : Set of gas distribution network 
nodes with node n as the parent node. Gld

n,t : Gas load at 
node n at time t. Gchp

n,t  : Demand for electricity-gas-heat 
coupling equipment at node n at time t. �C : Set of pipe-
lines connected to the compressor. βe2g : Electricity to gas 
coefficient. ηmn : Compression efficiency. ωmn : Compres-
sion ratio. pn,t : Air pressure at node n at time t. Kmn : Cal-
culation parameter of the pipeline (m, n).

(3) Heat subsystem operational constraints

(22)

Gmn,t + βe2gP
gse
n,t + G

gs
n,t + βe2gLn,t =

∑

o∈π(n)

Gno,t + Gld
n,t + G

chp
n,t

+
∑

(m,n)∈�C

ηmn · Gmn,t

(23)
−(1− amn,t)M ≤ Gmn,t − Kmn ·

√

p2m,t − p2n,t ≤ (1− amn,t)M

(24)amn,tGmn ≤ Gmn,t ≤ amn,tGmn

(25)pn,t ≤ ωmnpm,t

(26)p
n
≤ pn,t ≤ pn

(27)0 ≤ G
gs
n,t ≤ G

gs
n

(28)0 ≤ Ln,t ≤ Gld
n,t

(29)

∑

b∈F(u)

ms
b,t +mld

u,t + βe2hLu,t = m
g
u,t +mhse

u,t +
∑

b∈T (u)

ms
b,t

(30)

∑

b∈F(u)

mr
b,t +m

g
u,t +mhse

u,t = mld
u,t + βe2hLu,t +

∑

b∈T (u)

mr
b,t

(31)
∑

b∈F(u)

(τ
s,out
b,t ms

b,t) = τ su,t

∑

b∈T (u)

ms
b,t

where F(u) : Pipeline set with node u as the parent node. 
T (u) : Pipeline set with node u as the child node. ms

b,t , 
mr

b,t : Mass flow rates of circulating water in the sup-
ply/return water system pipeline b at time t. mg

u,t , mhse
u,t  , 

mld
u,t : Circulating water mass flow rates of the heat source 

equipment, heat energy storage and heat load at node u. 
βe2h : electricity to heat coefficient. τ su,t , τ ru,t : Temperatures 
of the node u of the supply/return water system. prsu,t , 
prrv,t : Inlet pressures of the pipeline b in the supply/return 
water system at time t. prsv,t , prru,t : Outlet pressures of the 
pipeline b in the supply/return water system at time t. µb : 
Pressure loss coefficient of the pipeline b. �b : Tempera-
ture loss coefficient of the pipeline b. Lb : Length of the 
pipeline b. τ amt  : Ambient temperature at time t. dwpu,t  : Elec-
trical energy consumed by the circulating water pump 
configured at node u at time t. ρ : Density of circulating 
water. ηwpu  : Efficiency of the circulating water pump.

Equation sets (29–38) and (39–40) describe the oper-
ational constraints of heating pipelines and the circu-
lating water pump, respectively.

(4) Coupling equipment operational constraints

The energy coupling characteristics of RIES are 
mainly realized by coupling devices between various 

(32)
∑

b∈F(u)

(τ
r,out
b,t mr

b,t) = τ ru,t

∑

b∈T (u)

mr
b,t

(33)

{
τ
s,in
b,t = τ su,t

τ
r,in
b,t = τ ru,t

(34)0 ≤ ms
b,t , m

r
b,t ≤ mmax

b

(35)prsu,t − prsv,t = µb(m
s
b,t)

2

(36)prrv,t − prru,t = µb(m
r
b,t)

2

(37)τ
s,out
b,t = (τ

s,in
b,t − τ amt )e

−
�bLb
cwms

b,t + τ amt

(38)τ
r,out
b,t = (τ

r,in
b,t − τ amt )e

−
�bLb
cwmr

b,t + τ amt

(39)d
wp
u,t = m

g
u,t

prsu,t − prru,t

η
wp
u ρ

(40)dwp,min
u ≤ d

wp
u,t ≤ dwp,max

u



Page 7 of 18Wu et al. Protection and Control of Modern Power Systems            (2023) 8:29  

subsystems. They mainly include gas-electricity, gas-heat 
and electricity-heat coupling devices that realize two 
types of energy coupling, and electricity-gas-heat cou-
pling devices that realize three types of energy coupling.

(i) Gas-electricity coupling equipment: gas turbine (GT)

where V g2e
i,t  : Input natural gas power of GT at node i at 

time t. Pg2e
i,t  : Output electrical power of GT at node i at 

time t. Lg : Low calorific value of natural gas. ηg2e : Power 
generation efficiency of GT.

 (ii) Gas-heat coupling equipment: gas boiler (GB)

where V g2h
i,t  : Input natural gas power of GB at node i at 

time t. hg2hi,t  : Output heat power of GB at node i at time t. 
ηg2h : Heat generation efficiency of GB.

 (iii) Electricity-heat coupling equipment: electric boiler 
(EB)

where hchpi,t  : Heat energy supplied by CHP at node i at 
time t. cw : Specific heat capacity at constant pressure 
of the circulating water. τ s,max

i  , τ s,min
i  : Upper and lower 

temperature limits of the water supply at node i. deb,max
i  , 

deb,min
i  : Upper and lower limits of the power consump-

tion of EB at node i.

 (iv) Electricity-gas-heat coupling equipment: Com-
bined Heat and Power (CHP).

In this paper, the electricity/gas/heat coupling link is 
realized by CHP, and the energy coupling relationship 
can be described by the energy hub, whose basic struc-
ture is shown in Fig. 3 [16].

The CHP used in this paper is composed of a power 
transformer, micro GT and GB. The input energy are 

(41)P
g2e
i,t =

V
g2e
i,t L

−
gηg2e

�t

(42)h
g2h
i,t =

V
g2h
i,t Lgηg2h

�t

(43)h
chp
i,t + hebi,t = cwm

g
i,t(τ

s
i,t + τ ri,t)

(44)τ
s,min
i ≤ τ si ≤ τ

s,max
i

(45)deb,min
i ≤ debi ≤ deb,max

i

electricity and natural gas (Pe and Pg), respectively. The 
former is directly input to the transformer, while the lat-
ter is input to GT and GB at the same time. The output 
energy is electrical and heat energy, Le and Lh, respec-
tively. The former is supplied by the transformer and GT, 
while the latter is jointly supplied by GB and GT. The 
input/output energy coupling relationship can be repre-
sented as:

where ηgtg2e : Gas-to-electricity efficiency of GT. ηgtg2h : Gas-
to-heat efficiency of GT. ηT : Transformer efficiency. P: 
Input energy matrix. L: Output energy matrix. C: Cou-
pling matrix.

In addition, the coupling coefficient is related not only 
to the conversion efficiency of the coupling device, but 
also to the distribution ratio of energy in different cou-
pling devices. Therefore, the distribution coefficients vgt
(0 ≤ vgt ≤ 1 ), (1− vgt)Pg and vgtPg are introduced to 
represent the natural gas power input into GB and GT, 
respectively.

In summary, Eqs.  (41–46) constitute the coupling 
device constraints of the RIES studied here.

(5) Energy storage equipment operational constraints

The operating characteristics of electric, heat and gas 
energy storages in the RIES are basically the same [17]. 
In order to better reflect the coordination relationship 
among the three, the state of energy (SOE) constraints 
are defined as:

(46)

[
Le

Lh

]

︸ ︷︷ ︸

L

=

[

ηT vgtη
gt
g2e

0 vgtη
gt
g2h+(1− vgt)ηgb

]

︸ ︷︷ ︸

C

[
Pe

Pg

]

︸ ︷︷ ︸

P

Fig. 3 Energy hub topology
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where Si,t : Energy state of the energy storage device i. σi : 
Self-discharge coefficient of the energy storage device i. 
Ps
i,τ,P

r
i,τ : Charging and discharging power of the energy 

storage device i at time τ . ηsi  , η
r
i  : Charging and discharg-

ing efficiencies of the energy storage device i. Ei,n : Rated 
capacity of the energy storage device i. zsi,t , z

r
i,t : Binary 

variables that represent the states of charging and dis-
charging of energy storage device i. Pi,t : The total charge 
and discharge power of the energy storage device i at 
time t.

4  Model solution
The three-layer robust optimization model based on 
RIES resilience boosting established here conforms to 
the framework of a column-and-constraint generation 
(CCG) algorithm. The defense-attack-defense target 
model is decomposed into an outer main problem and 
an inner subproblem through this algorithm. The optimal 
solution with limited convergence is obtained through 
continuous iterative solutions.

4.1  Model simplification
Because of the non-linearity of the energy supply net-
work and the 0–1 constraints of the energy storage 
charging and discharging states, the model is a mixed 
integer nonlinear programming problem. In this paper, 
the nonlinear terms in the electric/heat and gas subsys-
tems are linearized by the methods proposed in [18] and 
[19] respectively, to reduce the difficulty of solution.

4.2  Model solution procedure
Before solving the model, Eq.  (3) is expressed as the 
standard form of the CCG algorithm, as:

where F(h,u) = {z : Gz + Eh +Mu ≥ g} corresponds 
to the linearized RIES system constraint and is a linear 
function of u. G, E, and M are constant coefficient matri-
ces, and c and g are constant coefficient vectors, all of 
which are composed of deterministic values. Uncertainty 
is reflected in the vector u.

(47)Si,t = Si,0(1− σi)
t +

t∑

τ=1

(
Ps
i,τ

Ei,n
ηsi −

Pr
i,τ

ηri Ei,n

)

�t

(48)







Si,min ≤ Si,t ≤ Si,max

0 ≤ Pr
i,t ≤ zri,tPi,n

0 ≤ Ps
i,t ≤ zsi,tPi,n

zri,t + zsi,t ≤ 1

Pi,t = Pr
i,t − Ps

i,t

(49)min
h∈H

max
u∈U

min
z∈F(h,u)

cTz

Then, Eq. (49) is decomposed into an outer main prob-
lem and an inner subproblem for iterative solution, as 
shown in Fig. 4.

4.2.1  The CCG inner subproblem
In Fig. 4, the inner subproblem determines the worst dis-
aster scenario that causes the maximum energy supply 
shortage of the RIES in the given line/pipeline hardening 
scheme, which is then returned to the outer main prob-
lem. Its model is defined as:

where decision variable ĥ is the hardening scheme pro-
vided by the outer main problem, and � is the dual vari-
able of the inner linear programming problem.

The inner subproblem is essentially a two-layer optimiza-
tion problem, and the solution can follow a similar path to 
the original problem. The upper-layer model generates the 
worst disaster event under the given line/pipeline harden-
ing scheme according to the RIES energy supply shortage 
returned by the lower-layer model, whereas the lower-
layer model optimizes the line/pipeline hardening scheme 
according to the fault scenarios provided by the upper-layer 
model. In addition, the duality theory is applied to the lin-
ear programming model in the upper layer of (50). The 
inner layer subproblem can be equivalently transformed 
into a single-layer bilinear maximization problem, as:

The bilinear term (Mu)T� in the objective function 
can be introduced into the auxiliary continuous variable 
r, which can be linearized with the large M method, and 
further transformed into a mixed integer linear program-
ming problem, as:

(50)y(ĥ) = max
u∈U

min
z∈F(h,u)

cTz

(51)s.t.Gz + Eĥ +Mu ≥ g : (�)

(52)y(ĥ) = max
u∈U,�

(g − Eĥ −Mu)T�

(53)s.t.G
T
� ≤ c, � ≥ 0

Fig. 4 The decomposition results of CCG algorithm
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4.2.2  The CCG outer main problem
In Fig. 1, the outer main problem automatically adds a new 
set of hardening schemes (i.e., decision variables) of lines/
pipelines and a new lower bound of the original problem 
based on the worst disaster scenario obtained by each iter-
ation of the inner subproblem. Its model is defined as:

The variable σ introduced in (57) ensures that the 
optimal solution of the outer main problem strictly sat-
isfies the constraints for all situations in the uncertain 
set, while W represents the worst disaster scenario set 
obtained iteratively in the inner subproblem. If W con-
tains all disaster scenarios, the outer main problem is 
equivalent to the original problem.

The outer main problem replaces the uncertain set of 
the original problem with the deterministic set of the 
inner subproblem. The actual solution is a relaxed solu-
tion of the original problem. Therefore, the outer main 
problem does not have the uncertainty of the original 
problem, i.e., the outer main problem also belongs to a 
simple MILP problem.

To sum up, the CCG algorithm decomposes the RIES 
hardening problem for resilience improvement into the 
subproblem of identifying the worst disaster events and 
the main problem of generating the best hardening strat-
egy. It is iteratively solved through the inner and outer 
double loops. The specific algorithm solution process is 
shown in Fig. 9 in the Appendix.

5  Case study
In order to verify the effectiveness of the three-layer 
robust optimization model based on RIES resilience 
improvement, we analyze and verify the RIES test 
system composed of the modified IEEE 33-bus distri-
bution network, the Belgian 20-bus gas distribution 
network and the Balinese 32-bus heat distribution 

(54)r = u · �

(55)−u ·M ≤ r ≤ 0

(56)�− (1− u) ·M ≤ r ≤ �+ (1− u) ·M

(57)min
h∈H,z

σ

(58)s.t.σ ≥ cTzw; Gzw + Eh +Mûw ≥ g ∀w ∈ W

network. The system topology is shown in Fig. 10 in the 
Appendix [20].

5.1  Case parameters
The main parameters of the RIES test system used in this 
paper are:

(1) The distribution network consists of 33 nodes, 32 
distribution lines, 32 electrical loads and 1 electrical 
energy storage.

(2) The gas distribution network consists of 20 nodes, 
2 natural gas sources, 17 gas distribution pipelines, 
2 compressors, 15 gas loads and 1 gas energy stor-
age.

(3) The heat distribution network contains a total of 
32 nodes, 32 heating pipelines, 18 heat loads and 1 
heat storage unit.

(4) The parameters of each energy storage are shown in 
Table 8 in the Appendix.

(5) The energy coupling equipment includes 2 CHP 
units and 1  EB, and their capacity parameters are 
shown in Table 9 in the Appendix.

(6) The typical daily load value of each subsystem of 
the RIES is shown in Fig.  11 in the Appendix. As 
in [19], this paper divides the load into 5 levels, as 
shown in Table 10 in the Appendix.

(7) The hardening coefficients of power lines, heating 
pipelines, and gas pipelines are set to 1, 2, and 3 
respectively, to indicate that hardening buried pipe-
lines requires more labor and material costs than 
overhead lines.

5.2  Scheme set‑up
In order to verify the superiority of the proposed model, 
the following schemes are set for comparative analysis:

(1) Scheme 1 RIES robust optimization model for line 
N–K fault in natural disasters

(2) Scheme 2 RIES robust optimization model of line/
pipeline failure probability in natural disasters

The objective function of the robust optimiza-
tion model described in scheme  1 is still (3), but the 
uncertain set of failure of lines/pipelines in disasters is 
defined as:
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where N e
L , N g

L and Nh
L  represent the total numbers of 

lines or pipelines in the distribution, gas distribution, and 
heat distribution networks, respectively.

The operational constraints contained in this model are 
consistent with the model proposed in this paper, and the 
CCG algorithm framework is also used to solve it.

5.3  Results and discussion
5.3.1  Analysis of worst disaster events in the RIES
The failure probabilities of power lines, gas and heating 
pipelines under different disaster intensities are calcu-
lated according to the method proposed in Sect.  3.2.2, 
and the total resilience coefficient of the RIES �l is then 
obtained. The results are shown in Table 1.

Subsequently, without system hardening, the worst 
disaster events of the RIES under different disaster 
intensities are identified, and the corresponding maxi-
mum energy supply shortage of the RIES is calculated. 
The results are shown in Table 2.

In Table  2, Lei−j , L
g
m−n and Lhu−v represent the power 

lines, gas and heating pipelines that fail in the disaster, 

(59)U =







u

�
�
�
�
�
�

�

(i,j)∈�e
L

aij,t ≥ N e
L − K e

L ,
�

(m,n)∈�
g
L

amn,t ≥N
g
L − K

g
L ,

�

(u,v)∈�
g
L

auv,t ≥Nh
L − K h

L







respectively. Combining Tables  1 and 2, the following 
conclusions can be drawn:

(1) With the increase of disaster intensity, the fail-
ure probability of lines and pipelines gradually 
increases, and the total energy supply shortage of 
the RIES is also greater.

(2) The system with buried pipelines has higher resil-
ience than that with overhead lines, and is less 
likely to be damaged in natural disasters with lower 
strength. In addition, since natural gas is one of the 

main energy inputs of CHP, damaged gas pipelines 
will lead to a high energy supply shortage in severe 
natural disasters.

(3) When the disaster intensity is level 1, i.e. not 
enough to damage natural gas pipelines, the worst 
fault condition obtained in Scheme  2 is the fault 
of two power lines and one heating pipeline, while 
the result obtained in Scheme 1 is the fault of two 
gas distribution pipelines and one power line. Simi-
larly, for the disaster intensity of levels 2–4, the total 
energy shortage of the RIES obtained in Scheme 1 
is higher, and more gas distribution pipelines are 
damaged. It can be seen that the results obtained 
by using the N–K criterion reflect the importance 
of gas distribution pipelines in the RIES, but cannot 
accurately describe the real impact of natural disas-
ters on overhead lines and buried pipelines. Thus, it 
does not consider that the resilience of the system 
with gas distribution pipelines is much higher than 
that of the system with distribution lines. This is not 
conducive to helping decision makers formulate the 
most effective network hardening strategies.

Table 1 System parameters with respect to different disaster 
intensities

Disaster 
intensity

Maximum expected fault 
order of lines/pipelines

(

pij,l , pmn.l , puv,l
)

�l

1 (2,0,1) (0.2,0.03,0.05) 2 ×  10−3

2 (2,1,1) (0.3,0.05,0.08) 3.6 ×  10−4

3 (2,2,2) (0.4,0.1,0.17) 4.6 ×  10−5

4 (3,3,3) (0.6,0.13,0.24) 6.6 ×  10−6

5 (4,4,3) (0.7,0.2,0.33) 1.4 ×  10−5

Table 2 Worst-case damages at different intensities

Disaster 
intensity

Scheme 2 Scheme 1

Failed elements Number of faults Supply 
shortage(kW)

Number of faults Supply 
shortage(kW)

1 Le1−2 , L
e
6−7 , L

h
28−31

(2,0,1) 267.61 (1,2,0) 1931.80

2 Le1−2 , L
e
28−29 , L

g
8−9,L

h
28−31

(2,1,1) 2102.48 (1,2,1) 2548.10

3 Le1−2 , L
e
28−29 , L

g
1−2,L

g
8−9 , L

h
11−13 , L

h
28−31

(2,2,2) 2816.43 (1,3,2) 3091.83

4 Le1−2 , L
e
6−26 , L

e
28−29 , L

g
1−2 , L

g
5−6,L

g
8−9 , L

h
11−13 , L

h
14−15 , L

h
28−31

(3,3,3) 3243.29 (2,5,2) 3438.43

5 Le1−2 , L
e
6−26 , L

e
10−11 , L

e
28−29 , L

g
1−2 , L

g
8−9 , L

g
11−12 , L

g
11−17 , 

Lh11−13 , L
h
14−15 , L

h
28−31

(4,4,3) 3782.78 (4,4,3) 3782.78
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To sum up, the traditional N–K criterion is benefi-
cial for determining the importance of elements in the 
RIES, but it cannot reflect the actual disaster situation 
of the RIES at different disaster intensities. In contrast, 
the method proposed in this paper can accurately simu-
late the real worst failure situation of each element of the 
RIES in natural disasters of different intensities. It does 
this by calculating the failure probability of different ele-
ments in disasters and assigning different resilience coef-
ficients to overhead lines and buried pipelines.

5.3.2  Analysis of RIES hardening strategy
Based on the results in the previous section, the disaster 
intensity is set at level 3, and the expected damage order 
of the lines/pipelines of each subsystem of the RIES is [2, 
2, 2]. The comparison results of the line/pipeline harden-
ing strategies and the corresponding total energy supply 
shortage under the two schemes are shown in Tables  3 
and 4, respectively.

Comparing and analyzing the hardening strategies in 
Tables 3 and 4, the following conclusions can be drawn:

(1) With the increase in hardening budgets of lines/
pipelines, the total energy supply shortages of the 
RIES under the two schemes become smaller and 
smaller. However, for the same hardening budgets, 
the total energy supply shortage under Scheme 2 is 
lower than that under Scheme 1.

(2) When the hardening budget is less than 5, the opti-
mal hardening strategy under Scheme  2 is more 
inclined to harden the power lines. This is because 
the proposed model considers that buried pipe-
lines have lower failure probability than overhead 
lines in disasters. Scheme  1 does not consider the 
failure probability of lines and pipelines in disas-
ters, and only determines the hardening strategy by 
identifying the fault conditions that can cause the 

Table 3 Hardening strategies corresponding to different hardening budgets of scheme 1

Hardening budget Hardened lines/pipelines Total supply 
shortage(kW)

1 P
g
8−9

1757.86

2 P
g
1−2 , P

g
8−9

1686.18

3 Le1−2 , P
g
8−9 , L

h
14−15

1616.36

4 Le1−2 , P
g
1−2 , P

g
8−9 , L

h
14−15

1576.83

5 Le1−2 , P
e
6−7 , P

g
1−2 , P

g
8−9 , L

h
2−4

1523.62

6 Le1−2 , L
e
6−26 , P

g
1−2 , P

g
8−9 , L

h
2−4 , L

h
14−15

1456.83

7 Le1−2 , L
e
27−28 , P

g
5−6,P

g
8−9 , P

g
11−17 , L

h
2−4 , L

h
14−15

1416.13

8 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
5−6 , P

g
8−9 , P

g
11−17 , L

h
2−4 , L

h
14−15

1348.27

9 Le1−2 , L
e
6−26 , L

e
27−28 , P

g
1−2 , P

g
5−6 , P

g
8−9 , L

h
2−4,L

h
5−6 , L

h
14−15

1303.68

10 Le1−2 , P
e
6−7 , L

e
6−26 , P

g
1−2 , P

g
8−9 , P

g
9−10 , P

g
11−17 , L

h
2−4 , L

h
5−6 , L

h
14−15

1289.23

Table 4 Hardening strategies corresponding to different hardening budgets of Scheme 2

Hardening budget Hardened lines/pipelines Total supply 
shortage (kW)

1 Pe1−2 1553.18

2 Pe1−2 , P
g
8−9

1478.42

3 Pe1−2 , P
g
8−9 , L

h
14−15

1432.81

4 Pe1−2 , P
e
6−7 , P

g
8−9 , L

h
14−15

1393.82

5 Le1−2 , P
e
6−7 , P

g
8−9 , P

g
10−11 , L

h
14−15

1331.83

6 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
8−9 , L

h
11−13 , L

h
14−15

1293.62

7 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
8−9 , P

g
10−11 , L

h
11−13 , L

h
14−15

1253.86

8 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
8−9 , P

g
9−10 , P

g
10−11 , L

h
11−13 , L

h
14−15

1226.21

9 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
8−9 , P

g
9−10 , P

g
10−11 , L

h
5−6 , L

h
11−13 , L

h
14−15

1185.00

10 Le1−2 , P
e
6−7 , L

e
6−26 , L

e
27−28 , P

g
8−9 , P

g
9−10 , P

g
10−11 , L

h
5−6 , L

h
11−13 , L

h
14−15

1128.03
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maximum energy supply shortage. Therefore, the 
optimal hardening strategy under Scheme 1 is more 
inclined to harden gas pipelines.

(3) The hardening scheme of Scheme  2 presents an 
orderly change with the increase of hardening 
budgets. The strategy with more hardening budgets 
is bound to include the strategy with fewer harden-
ing budgets. However, the hardening strategies of 
Scheme  1 under different hardening budgets are 
less relevant. This is not conducive to helping deci-
sion makers determine the priority of hardened 
lines/pipelines.

(4) When the hardening budget is large enough 
(greater than 6), more power lines and heating 
pipelines are gradually included in the hardening 
strategies under both schemes. This further reduces 
the total energy supply shortage of the RIES. When 
the hardening budget reaches 10, 4 power lines, 3 
gas pipelines and 3 heating pipelines in Scheme  2 
are hardened. The total energy shortage of the RIES 
is reduced by 27% compared to when the hardening 
budget is 1.

(5) By comparing and analyzing the hardening strate-
gies under different hardening budget settings, the 
proposed system hardening strategy can also reflect 
the importance of a certain line or pipeline in main-
taining the resilience level of the RIES. For example, 
power line Le1−2 and gas pipeline Pg

8−9 are directly 
connected to the upper-level power supply and gas 
source, respectively, and once they fail, it will bring 
a large power supply shortage to the RIES. There-
fore, they are of the highest importance and will be 
prioritized for hardening.

5.3.3  Analysis of influence of energy storage equipment 
on RIES resilience improvement

When an RIES is attacked by natural disasters, if the 
power supply of the power grid is interrupted, the electri-
cal energy storage can guarantee the power supply of key 
electrical loads. Equally, when the main natural gas sup-
ply from natural gas retailers is interrupted or curtailed, 
gas storage tanks in the gas distribution network can also 
guarantee the supply of gas to key gas loads. Similarly, in 
the event of failure of the lines/pipelines delivering elec-
trical/gas energy to CHP or electricity to EB, the heat 
storage tank can provide heat supply for key heat loads. 
In this paper, by comparing the energy supply shortages 
of the RIES at different disaster intensities, the impor-
tance of energy storage equipment in improving the resil-
ience of the RIES is studied.

In order to verify the effectiveness of the three-layer 
robust optimization model based on RIES resilience 

improvement for coordinated energy storage output, four 
different schemes are added on the basis of Scheme 2, as 
shown in Table 5.

The hardening budget for fixed lines/pipelines is 
3, and the hardening results can be found in Table  3. 
Using the proposed model, the energy supply shortages 
of the RIES and its subsystems with five energy stor-
age configuration schemes are calculated, as shown in 
Table 6.

The following conclusions can be drawn from the 
analysis of Table 6:

(1) For the five schemes listed above, the total energy 
supply shortage of RIES increases with the increase 
of disaster intensity. In addition, for each disaster 
intensity, without the support of heat energy stor-
age, the heat load connected to the end of the failed 
heating pipeline would be completely removed, 
resulting in higher heating shortages in Schemes 3 
and 4 than that in Scheme  2. Similarly, compared 
with other schemes, the total gas supply shortages 
in Schemes 4 and 6 are also significantly increased.

(2) In Scheme  6, if there is no energy storage equip-
ment participating in the operation optimization, 
the RIES will face the highest energy supply short-
age. Therefore, the optimal operation of energy 
storage equipment can effectively improve the abil-
ity of the RIES to resist disaster risks, enhance its 
flexibility, reduce energy supply shortage in disas-
ters, and provide an important guarantee for the 
safe and economic operation of the system.

(3) Without gas storage support, the gas supply short-
ages in Schemes 4 and 6 are significantly higher 
than those in the other schemes. The reason is that 
under these two schemes, electrical energy storage 
is used to give priority to supplying important loads 
when the power supply of the upper power grid is 
interrupted, while the lack of gas energy storage will 
further aggravate the shortage of natural gas sup-
ply. Therefore, the lower priority gas loads at the gas 
distribution network node 12 will be cut off, while 

Table 5 Configuration of schemes 2–6

Scheme Electrical energy 
storage

Gas energy 
storage

Heat 
energy 
storage

Scheme 2 √ √ √

Scheme 3  × √ √

Scheme 4 √  × √

Scheme 5 √ √  × 

Scheme 6  ×  ×  × 
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CHP2 connected at node 14 further converts the 
gas energy into electrical energy to meet the higher 
priority electrical loads at the distribution grid 
nodes 14, 15 and 17.

In addition, taking the disaster intensity l = 3 and the 
disaster occurrence time t = 8 as an example, the changes 
of energy storages in each subsystem of the RIES in the 
normal scenario and the disaster scenario in Scheme  2 
are compared, and the results are shown in Fig. 5.

In normal scenarios, the energy storage equipment in 
each subsystem formulates a charging and discharging 
plan with the goal of alleviating system load fluctuations. 
In disaster scenarios, assuming that the time of disaster 
occurrence is known according to the disaster warning 
information, the energy storage equipment in each sub-
system will be charged and discharged with the goal of 
achieving the maximum energy storage before the disas-
ter arrives. Taking the electrical energy storage at node 
8 of the distribution network as an example, it is known 

that the disaster occurs at t = 8, and its storage capacity 
reaches the maximum at t = 7. When the pipeline Pe

1−2 
is out of operation due to failure and the power supply 
of the distribution network is partially interrupted, the 
electrical energy stored by the electrical energy storage 
device before the disaster will be used for power supply 
of important gas load. At t = 24, the electrical energy stor-
age releases a total of 2.675 MW of electrical energy. This 
greatly reduces the total energy supply shortage of the 
RIES.

To sum up, the model proposed in this paper aims to 
minimize the energy supply shortage of the RIES. It can 
make full use of energy storage in the pre-disaster pre-
vention stage. When the energy supply is interrupted 
after a disaster, the RIES can ensure the energy supply 
of key loads by optimizing the dispatch of energy stor-
age, and enhance the resilience of the RIES in disasters.

5.3.4  Sensitivity analysis
Section  5.3.2 has analyzed the resilience level of the 
RIES under a certain disaster intensity and the hard-
ening strategy of lines/pipelines. This section analyzes 
the RIES energy supply shortage under Schemes 1 and 
2, when the disaster intensity rises from 1 to 5 and the 
number of lines/pipelines is between 1 and 10. The sim-
ulation results are shown in Fig. 6.

Table 6 Energy losses of RIES and its subsystems at different disaster intensities

Disaster intensity 1 2 3 4 5

Scheme 2 Electricity (kW) 71.07 204.41 204.41 204.41 356.41

Gas (kW) 0.00 817.44 1101.91 1261.84 1417.59

Heat (kW) 66.55 66.55 126.49 170.72 170.72

RIES (kW) 137.62 1088.4 1432.81 1636.97 1944.72

Scheme 3 Electricity (kW) 87.22 245.51 245.51 411.50 563.61

Gas (kW) 0.00 817.44 1101.91 1261.84 1417.59

Heat (kW) 86.16 90.21 171.54 231.91 231.91

RIES (kW) 173.38 1153.16 1518.96 1905.25 2213.11

Scheme 4 Electricity (kW) 79.85 204.41 204.41 204.41 356.41

Gas (kW) 68.41 1034.17 1469.03 1469.03 1469.03

Heat (kW) 80.50 80.50 153.00 206.50 206.50

RIES (kW) 228.76 1319.08 1826.44 1879.94 2031.94

Scheme 5 Electricity (kW) 75.91 204.41 204.41 204.41 356.41

Gas (kW) 0.00 817.44 1101.91 1261.84 1417.59

Heat (kW) 90.21 126.41 126.41 273.66 313.91

RIES (kW) 166.12 1148.26 1432.73 1739.91 2087.91

Scheme 6 Electricity (kW) 120.55 245.51 245.51 411.50 563.61

Gas (kW) 168.04 1034.17 1469.03 1469.03 1469.03

Heat (kW) 105.34 165.46 165.46 210.42 250.35

RIES (kW) 393.93 1445.14 1880 2090.95 2282.99

Fig. 5 Energy storage curves of RIES subsystems under different 
scenarios
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Under the two schemes, the energy supply shortages 
decrease with the increase of the number of hardening 
lines/pipelines, but increase with the increase of disas-
ter intensity. In the case of the same hardening budget 
and disaster intensity, the total energy supply shortage 
of Scheme 2 is significantly lower than that of Scheme 1. 
This proves the effectiveness of the model established 
in this paper. It is conducive to helping RIES decision-
makers evaluate the possible energy supply shortage in 
the actual disaster situation, so as to develop a more 
flexible and effective line/pipeline hardening scheme. It 
can improve the resilience of the RIES in dealing with 
extreme disaster events of different intensities.

In addition, the total number of fixed lines/pipelines 
is 6. On the basis of Scheme  2, two different schemes 
are added, and sensitivity analysis of the two param-
eters of line/pipeline failure probability and disaster 
intensity in the three schemes is carried out:

(1) Scheme  7 Regardless of the different failure prob-
ability of each energy subsystem element, set the 
failure probability of all lines/pipelines to 0.1

(2) Scheme  8 Regardless of the different failure prob-
ability of each energy subsystem element, set the 
failure probability of all lines/pipelines to 0.3

On the basis of the above schemes, taking the disaster 
intensity as levels 2–4, the RIES energy supply shortages 
and hardening strategies in the three schemes are calcu-
lated, and the results are shown in Fig. 7 and Table 7.

Combining Fig.  7 and Table  7, the following conclu-
sions can be drawn:

(1) Since the respective set average failure probability 
of elements in Schemes 7 and 8 is smaller and larger 
than that in Scheme  2, the respective total energy 
supply shortage calculated in Schemes 7 and 8 is 
also smaller and larger than that in Scheme 2. It can 
be concluded that the different failure probability of 
each subsystem element of the RIES in disasters has 
a direct impact on the energy supply shortage of the 
RIES. If the failure probability is inaccurate, it will 
not be conducive to judging the actual impact of 
disasters on the RIES.

(2) As the failure probability of all elements of the RIES 
is set as a fixed value in Schemes 7 and 8, the ele-
ments of the three subsystems have the same pri-
ority in the formulation of hardening strategy, and 
the same number of elements will be hardened. As 
Scheme  2 takes into account the different failure 
probability of each subsystem element, and there-
fore, the elements that are more likely to fail will be 
hardened preferentially in the formulation of hard-
ening strategies corresponding to different disaster 

Fig. 6 Energy supply shortages under different hardening budgets 
and disaster intensities

Fig. 7 Energy supply shortages under different failure probabilities 
and disaster intensities

Table 7 Hardening strategies corresponding to different failure probabilities and disaster intensities

Disaster intensity Scheme

7 8 2

Level 2 Le1−2 , L
e
6−26 , L

g
1−2 , P

g
8−9 , L

h
2−4 , L

h
14−15 Le1−2 , L

e
6−7 , P

g
1−2 , P

g
8−9 , L

h
2−4 , 

Lh14−15

Le1−2 , P
e
6−7 , L

e
27−28 , L

e
28−29 , L

g
8−9 , L

h
28−31

Level 3 Le1−2 , P
e
6−7 , L

e
27−28 , P

g
8−9 , L

h
11−13 , 

Lh14−15

Level 4 Le1−2 , L
e
6−7 , P

g
8−9 , P

g
9−10 , 

Lh2−4 , L
h
14−15

Le1−2 , L
e
6−7 , P

g
8−9 , P

g
9−10 , L

h
11−13,L

h
14−15
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intensities. For example, when the disaster inten-
sity is level 2, the average failure probabilities of the 
elements of the electrical, gas and heat subsystems 
are 0.3, 0.05 and 0.08, respectively. Therefore, the 
elements of the electrical subsystem will be hard-
ened preferentially to minimize the possible energy 
shortage caused by the disaster.

(3) In conclusion, the RIES hardening strategies 
obtained at different element failure probability 
settings are different. Therefore, the integration of 
accurate element failure information has an impor-
tant reference significance for the formulation of 
RIES resilience promotion strategies.

6  Conclusion
This paper studies the resilience improvement technol-
ogy of an RIES in the pre-disaster prevention and disaster 
resistance integration stages, and establishes a hardening 
model of the RIES based on three-layer robust optimiza-
tion. The upper-layer model decides the best hardening 
strategy for lines/pipelines, while the middle-layer model 
considers the different failure probabilities of power 
lines, gas and heating pipelines, and determines the fail-
ure events that can cause the maximum resilience loss of 
the RIES at a specific disaster intensity. The lower-layer 
model minimizes the total energy shortage of the RIES 
by optimizing its operation according to the hardening 
strategy and fault events. The effectiveness of the pro-
posed hardening model and CCG algorithm is verified by 
case analysis, and the following conclusions are drawn:

(1) The hardening model of an RIES based on the 
three-layer robust optimization proposed in this 
paper makes hardening strategies for improving 
resilience according to different disaster intensities.

(2) The traditional N–K criterion does not consider 
the failure probability of lines and pipelines in dis-
asters, and only determines the hardening strategy 
by identifying the fault conditions that can cause 
the greatest energy supply shortage. In contrast, 
the model proposed in this paper considers differ-
ent failure probabilities of elements in the decision-
making process, i.e., buried pipelines have lower 
failure probabilities than overhead lines in disasters. 
Thus, the calculation results are more in line with 
the actual situation.

(3) As the link of RIES integration and key emergency 
response resource, energy storage and its optimized 
operation provide the RIES with resistance to disas-

ters. They enhance the resilience of the system and 
provide an important guarantee for safe and eco-
nomical operation.

Since the research in this paper is aimed at the inte-
gration stage of pre-disaster prevention and disaster 
resistance, the assumption that “once a line or pipeline is 
damaged, it will be out of operation” is made at the mod-
eling stage. When the fault elements are out of operation, 
the energy supply capacity and efficiency of the RIES 
decrease, and the energy supply shortage increases, lead-
ing to the decrease of the resilience of the RIES. How-
ever, in the post-disaster recovery phase, if the RIES fault 
repair and energy supply recovery plans are designed 
to shorten the recovery time, the energy supply short-
age of the RIES can be reduced and the resilience can 
be improved. Therefore, to improve the resilience, it 
is also important to repair the faulty elements in time 
and restore energy supply quickly. Subsequent research 
will focus on fault repair and energy supply recovery to 
improve resilience in the disaster response and post-dis-
aster recovery phases.

Appendix 1
See Figs. 8, 9, 10 and 11.

Fig. 8 �l calculation process
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See Tables 8, 9 and 10.
Assumptions;

(1) Once lines/pipelines are damaged, the system can-
not be used until it enters the repair phase.

(2) Hardened distribution lines, gas and heating pipe-
lines can withstand natural disasters.

(3) This paper focuses on network hardening, and ele-
ments such as CHP, EB, compressors, and energy 
storage are generally more resilient than lines/
pipelines. Therefore, they are not considered to be 
affected by disasters for the time being, and can 
be used to improve the operating state of the RIES 
when disasters permeate.

(4) In this paper, it is assumed that DG will be out of 
operation because of a fault in the disaster, and the 
operating state of the system will be improved by 
optimizing the charging and discharging plan of 
various types of energy storage.

(5) Electrical/gas energy storage can only supply energy 
to loads connected to the same node or its child 
nodes.

Fig. 9 Solution flow of the three-level robust optimization model for 
the enhancement of RIES, where y(·) is the objective function of the 
inner subproblem

Fig. 10 Structure of the RIES

Fig. 11 Electrical/natural gas/heat load profiles on a typical day

Table 8 Parameters of energy storage equipment in the RIES test system

Energy storage Charging 
efficiency

Energy release 
efficiency

Rated capacity 
(MWh)

Rated power 
(MW)

Initial energy 
(MW)

Access node

Electrical energy storage 0.9 0.9 3 1.5 1.5 Distribution network node 23

Gas energy storage 0.95 0.95 60 17.59 17.59 Distribution network node 28

Heat energy storage 0.85 0.85 2 1 1 Distribution network node 5
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